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INFFAEE % DMZ BC B, MIZESI LR B2 E, S o 1 A g 4R 1 s k4T

IR IE L
N MBRHE % DMZ RO B, MIZEZI LR B2 E, Sk o 1 A bR 4 s k47
b o

4.6 RGP

4.6.1 RZH[E
FA G TB] T B R A A A (), LG & S i R B R

#H
&
p=l
H
3
=



GRYNTH #08 F /R BB PR 5] RG2000 2 471 T2k 4 H 5 45 FH U6 13

TR EHE8-RG2000

admin | 1B |

HE: [GMT(+8) 7 |

BENTP: &

NTPEEE1: [0.centos.poclntporg |

NTPERERE2: |1.cenms.pon|.ntp.m’g |

Firad(al

& 4-41 RGERTEIECE
kBT B A S NTP (Network Time Protocol, PHZEIFEITMS) o BF[X

TR PR T AT I B . & ERIATF S NTP,
4.6.2 SNMPECE

RG2000 7 ¢ SNMP WX, HACE S man .

TG EHEE-RG2000

admin | B |

Snmp FZ: @

MR 162 |1-855335)
BE: [public
Trap T W
TrapiBSeEE: 162 |(1-65535)

Private trapfT : @

) T
EEIRR: |GuangZhou

SNMPELE Snmp FEARHZ: FAIL

[&] 4-42 SNMP fip B
SNMP FF3<: 7275 J5 SNMP;

AHIG s A SNMP B A L3 115

k4. BB SNMP [ R4

Trap J¥5%: A&7 IFA s TRAP BLIIHE;

Trap MR 5525 Hutik: Trap IR 45 a5t

Trap k5550 . Trap R4 i 5

Private trap JFok: &EITEIA trap WIHE:
Trap JARH: Trap K% &,

%039 T O3t 69 W

FEE

vV V V ¥V ¥V V VYV V
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> XibriR: WE XIEPRE;
> SNMP VEMPIRZS: 2% SNMP P EMEIRES .

4.6.3 WEB EH

WEB & PR A T B ¥ 4% WEB IS i 1 & P %505, Bo B a0 N B FT R

TG EHEE-RG2000

admin | B |

=

WEBRES

BAWEB 55L: [

WEB HTTP &00: |s0 (1-65333)

WEB HTTPS &00: (443 |(1—555351
EFAE
SNMPELE
WEBER
4-43 WEB i &
1. WEB L&

> JAH WEB SSL: #2755 F HTTPS &3%. “JF e iy, F/ f5i@id HTTPS J7
%7 715 %% WEB W . BRIAA S 5
WEB HTTP % 1. EC® HTTP &5t 5, BRikN 80;
WEB HTTPS %% 1. fd & HTTPS &5t 15, ERiAA 443. JF/2 WEB SSL
ISRV

2. 15 WEB % %25y

& C4 4 Hi FH 8 5% WEB A (3565, an R FTR

TG EHER-RG2000

admin | Bl |

WEBEE fEREn

FBFE: admin
HEE:
[k =

4-44 WEB ZHREIED4

40 TU 3 69 1T



RYIT 04 22 /R BHE A PR 7] RG2000 R 51 62k 74 Hh 2 1 FH 10 1 13
EUCESI, 7 PO A R R 3 65 5 A U -

4,.6.4 TELNET %8

3k RG2000 HE HI &% telnet MER, BT MAG KT (02 telnet
W BIBC B, FHHEA telnet [ enable B, 7E WEB W&, Al EM#E
% telnet WK B K %% K enable BLxNZ AT,
HREELANT
TR HEE-RG2000

admin | iBH |

ere

TelnetfigS

e ,: |

|

FRATRE
SNMPEIE
WEBETR

Telnetiz=

4-45 Telnet ERZBIEK

&4 enable BEAE LU

ToEE g HBE-RG2000

-

TelnetfiE

admin | 1B |

gam: | |

miagEE: |

|

Fd(E

SNMPELE
WEBEER

TelnetiE

4-46 Telnet enable HRI\NFHRBIELL
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4.6.5 BWHEF&
RG2000 i#% i %% 7@ 1E WEB W #EAT T+ 20, 1ETH R 2 RGN OIS R4 8
B E AR SRR R 2, SR

FoEE R HEE-RG2000

‘ SASHE: [EERFE | raosappbin e ‘

Tl

SNMPEE
WEBEE
Telnetiz®

BHEFHR

4-47 BHFARAFE
midy CHEFESCIE” 1L, TR H b, s “9Ra0” wAlE, i
—AAKIIEHE, Ry “HRE” TR, R BTR:

TR HE8-RG2000

SASTE | EBRE | rgosappbin ‘

BIEEGT . BELSH . FOSE..

EEtiE

SNMPELE
WEBEE
TelnetZE

4-48 HFRFE
THEIVE)E, Fmhass i DTS, PR BT . TH5E
BJa, 2HE—AXEHE, SRORTHRER . S E, T H sk E) sk
&7 U .
BAFTH ARG, w5 B BT REIs AT TR AR . AR S “ i

42 71 369 T
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W& Wi EE

!!ﬁ%=ﬁ#ﬂﬁﬁ&¢,%%%&%%%,ém,%ﬁﬁﬁﬁﬁﬁﬁﬁo
4.6.6 MEEH

el i8I WEB W HH S S AN B IS HOC T, ] DU e R T R
WSH T E PR

TR HEe-RG2000

LR e PeEEA

BHEEH: BoESTE

E&adiE

SNMPEES

WEBESE

TelnetizE=

iR

EEEE

& 4-49 BLEEIERME

1. S

HTSANRSSHOC, md “CEEST” #58, EFBRSEU, A
H IR R, SEEB—MRIATIERE, S “Hie” TGS ASECE.
BTN JE 2 — N RHEAE, SRS RN R S, DU E Sk R i
FIRA” Tl THRSCHESANRING, H )8 WS T7 BB AN S

2. WEH) BRIASH

s CURE BN T, i ANAKHERE, S “HiE” TREIKE
[ ERINSE. I G S — A EE, SRR EES R AT BRIAS S,
AR

3. Rz

s CFHEE SO A, TEE RS U SECCE.

#H
&
p=l
H
3
=
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4.6.7 KBEER
B Ry > CR&ERT , FRE WS Am:

FoE R HEs-RG2000

& 4-50 wBEEBAE
mah “OrRPE R WA A, S NRAKHEE, S “HiE” TR E
Ja o

4.6.8 HEEHE

RG2000 1% H 98 Fp A H E S B M SYSLOG HE B R, Silisemr “A5:4%
- “HEEH” , RENERERLHEER.

ToLERE HEE-RG2000

wBEikE

+PERE

+ RS

+VPNEIES

+PiEEE

AEEE

BEE= @

HEXHER: |INFO

- -

SYSLOGER: ||N|:o

SYSLOGEREZEEIP: [0.0.0.0 |

SVSLOGHREEE: [s14 |

HESH: Export Log File

E 4-51 HEEEAE
HERE
FHHEGE: RERHARESEHEIIGR. BIAEH.
HESCHSES: A H ESCER SR, 73R ) \AEL, 75l E
%% (EMERG) , 4 (ALERT), I5 4% (CRIT), %1%k (ERR), £ B4 (WARN),
R (NOTICE) , JA1Z% (INFO), X2 (DEBUG) , H HZFERARIRFEAC.
LR EG, RGRICKEF R B ENE mER N HEE L. Fln,
BB N2 (INFO) J& , W2 (DEBUG) 1) H 45 B AT . A 4h,
164 DISABLE RIISC A H B0 = DyfE .
SYSLOG %54 [A] H & SCMH554 . 1% +% DISABLE BI5&1H SYSLOG H A IRk

44 U1 69 TL
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> SYSLOG k5% TP: 1% & SYSLOG %525 TP bl
> SYSLOG IRk 45 #8ui 1. WE SYSLOG IR 45 %8 i 115 .

2. HESH
Aif “Export Log File” %4, nfSH HEHITESE.

4.6.9 E{SK
RG2000 % o #% 57 3¢ PING #:30 &% TRACEROUTE &1 T GE

1. PING i

FoLER HEE-RG2000
admin | B |

PINGIERI TRACEROUTERSM

PING

BAIPHEE: 195 1550240

"PING 192.168.0.240 (192.168.0.240): 56 data bytes

64 bytes from 192.168.0.240: seq=0 tt/=64 time=0.803 ms
64 bytes from 192.168.0.240: seq=1 tti=64 time=1.040 ms
64 bytes from 192.168.0.240: seq=2 ttl=64 time=0.853 ms
64 bytes from 192.168.0.240: seq=3 tt/=64 time=1.013 ms
64 bytes from 192.168.0.240: seq=4 tt=64 time=0.808 ms

--- 192.168.0.240 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip minfavg/max = 0.803/0.903/1.040 ms

E5E1E

SNMPEE

WEBEE

TelnetiZ®

SRETHR

4-52 PING #&;M]
1E“HI TP shhil /4044 7 SCAHE A far N BT AT TP sk siE 44, A “IF

967 FEAE AR, T T SOAHE Fr 2 AR A5 R
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2. TRACEROUTE #&:3l

TR HER-RG2000

PINGE: TRACEROUTERS

RIS (195 1680240

"traceroute to 192.168.0.240 (192.168.0.240), 30 hops max, 38 byte packets
1 192.168.0.240 (192.168.0.240) 0.693 ms * 0.818 ms

FiratE

SNMPEE

WEBEE

TelnetiZE

RIETHE

[ 4-53 TRACEROUTE #&:7
£ “ HK) TP btk /3804 7 SCAHE Ao AN 2 TP Hhbik s sk Aq, ey “OF
967 FEEUR IR, R DOAHE b AR TN AR 2R

#H
5
p=1
H
3
=
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BHE CLI BSITNEE

5.1 CLI #fid

RG2000 Tk % 25 nl it CLT iy 24T S W/ SHH AT EE ML E . CLT
AT FHH 0 B TSRS, P 2480 A b i dr AR = e 1 ] DU FH )
o AR VIt 5-1 Frox:

enable r—configure terminal interface— )
J%F'«‘r%‘t R éﬁﬁﬂ%ﬁ‘t BEORER
disable 4—exit/end exit

& 5-1 CLI SR YNIRRE
M ORI CLT A HE I S, — AN B i Bemr, FH P | e RN &
WD, FFWIELTH P, PR PR INIRR R
7 FEH PR, R UMER D BG4, JEHAar I ThEE sz 2] L R,
Blanmr LMEH ping fr 2% . FH PR & I B 45 AR S DR AT
ZAERHITA a4, TRENRBUER. I enable fir & BENFFRUR A,
H AR N H 4o R, H P T RME TR Rl a4, JFHE.
RES B L HE N 2 SR B AR IR R T “87 .
RSB R, 1 configure terminal fiv4#E N4 Rlc B, 18 FAC
B (EREEMER. OB WHd, S Yislr milE S8
SO . WA AT T RAE T S XEE SIS EC SR AT TR, TERGE
HR BN, AP 2 LR SR S8R 3hig 1T .
A R B AR R, T RAE N e B A A5 & A e B A ARt
MR N “ (config)#” .
2.
(1) RG2000 Jo& % HH A% A L4 “RG20007 5
(2)  CLI fir A7 S A SR SO 5 R b S 5
(3) CLI fr A7 S EF AN RS “27 ANEE,

4

®
5
=
=
2
=



RPN T 72 28 SR BHEAT IR A 7] RG2000 41 6 2k % F 38 15 FH 16 1 43
5.2 CLI @ HEREMEAETINA
5.2.1 4B
1. FAFmLHIR
TEM PR R BN RS “2” AP RBGZA T o i fr 2510 5% . il
FERRUBE N P BN S <27, AIREGZIER N a4 013

RG2000#?
configure Configuration from vty interface
disable Turn off privileged mode command
end End current mode and change to enable mode
exit Exit current mode and down to previous mode
list Print command list
no Negate a command or set its defaults
ping Send echo messages
quit Exit current mode and down to previous mode
show Negate a command or set its defaults
start—shell Start UNIX shell
terminal Set terminal line parameters
traceroute  Trace route to destination

Pl s, e cor FAEE, KENTRANED 97 Hi
FERRIENIR, LI R,

0. A FLIT Sl & el 7

el B E AT A0, T “Xehbeo” T AE, Pl
.

RG2000 (config)# show port?
port Port
port—-mirror Port mirror control
port—statistic Port statistics

port-vlan Port-based vlan

FIHLL “port” JFkIn & 513K



TR R B G FRA T RG2000 R 71 JCLR Bt 258 36 B 45
3. FIHZREE T OREN R — M &
AR, AR AR T Bl AT T — AR &, B

RG2000 (config)# show port-mirror ?
<cry
RG2000 (config)# show port—statistic ?

port Port name

ler>FoRNiZam L O TR, JamELRET .

5.2.2 wmAEE
WREE S a4, RTEEMANGS KRBT 0757, REXES 7R/
BRI ME— By & SR ] . Bdn: “show logging” ar 4RI fai 5 A “sh log”s

5.2.3 & fhE

F P Rl A8 B TAB B8 iy 2 1 88 7 H Bl b 78 e 2 .

B N A o BRI, W RAZR Ay R ORI A R N, E
B iZ ety SIS LAZER o I8 7 Sk I T fin 2 Rt 7.

B4

RG2000 (config)# show port—[TAB %]
port—mirror port-statistic port-vlan
RG2000 (config)# show port—-m[TAB %]

RG2000 (config)# show port-mirror

Plym. scmmn, vBRAAER, KENT BT EN 1B R
K.

5.2.4 fRHRET

AR R N B LR 5-1 Fiow:

®
s
=
=
2
=
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£ 5-1 oEIRIETR

Fs 7N X
H P BA N RS IR/, W& TEIRIR
1 % Ambiguous command.
AIME—I 4.
F P B i N i 4 1) A 75 1R DB 7 B
2 % Command incomplete. .
EERSY.
3 % Unknown command. PN RE 2
5.2.5 no &

T no W, @, T no HUUEREE EFEAREEINRE, BCE T
ITH WA ARG MR EEE. Flindr4 no port-statistic $ATIR AN 1E ST

5.2.6 FEfmd
ROt T H P N 2 105 o AZ R LR EE T A K HL R IR 1 iy 2 IR
+oHHR. Wk 5-2 FrfEid:
*5-2 [ S{ER

Fs N aX
FE P LA R P ST RT — 2 i %o M
1 Ctrl-P o EJ5rA 8 R — 20T i, HEE A ZERET
LA ) B D R

R T Ctrl-P 8 5 mEERIEZ )5,
A5 FH A2 B A 1 s iy 4 2% o [ 3] 5 3T 1)
— %%, BEEFHZEETUIERE

2 Ctrl-N B N7 A

T HIIE .

5.3 CLI fp&TR4AN48
5.3.1 EEORE

1. WAN OfCE 4
LR me T AH
N4 R B AR 2 configure terminal
HFENEEL (VLAN £211) B E | interface vlan </-4094>
i

#H
3
p=l
=
2
o
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WIR me T AH
I e 1 i no interface vlan </-4094
BERONE show interface vlan </-4094
2. WAN 4% AT &
IR me 1 BH
HENEED (VLAN#:0) Bl H® | interface vlan </-409% Whisk o
i WS H A E A E A TR

B AZARK, G
M A ez n
ARK, IREAT #2194

JiC B e 1 2R A port—type {wan|lan} A g AR HE N I
=R WA vk = N
HAL,
T A e F22 11 I AS WA o 4%
FI2RAL,
WAN I3 wan.
i B e g port—map i B 1% VLAN 5% 5 11 .
ge0 (enable| disable)
gel (enable|disable)
ge2 (enable| disable)
ge3 (enable| disable)
ge4d (enable| disable)
sfp (enable|disable)
FlE F T DNS RS #8Hh | ip name—server ip-address| ECHE 0.0.0.0 K R AEFHF
i second-name-server TECE ) DNS.
ip-address
fi & MTU mtu <5/2-1500 fi & MTU 15,
it B 2 0 A9 VLAN 46 2 vlan pri <0-7 -
AN IPE ip  address ip-address | BCE D 1P, #Eh5 DL L ERIA
ip—mask [gateway | W=,

ip—address]

J¥J& PPPOE % F ¥

pppoe—client enable

KM PPPOE %% 1 3ify no pppoe—client enable
fic & PPPoe IAIEH ' 4 1% | ppp sent-username username
fith password password

fic & DHCP &/ Uiy ip address dhcp

R PA DHCP &/ %y no ip address dhep

I8 H 42 1 B AL A exit

#H
p=l
H
o




DRINTH AR 2 /R BHE A BR A &) RG2000 F 51 TG4k % b #4518 FH 6 B 15

3. LAN D& fr b

IR iR 1t
N4 R B AR 2 configure terminal -
BENEEM (VLAN$:11) FCE | interface vlan </-409%> |-
i
R4 L B no interface vlan </-4094
EEEOME show interface vlan
<1-4094>
4. LAN B AT E
IR iR 1t
HEANEED (VLAN 211 BlE | interface vlan </-7094 | ik
(52 MZHP LA 18 E N
IR, EIE i E s
FIZE A 48 € I L4,
AT $E 1 Y
(W= kg Nt port—type {wan| lan} el OO E
10 D S i R 1 2R A
TS B8z B AN AT A8 ecgz
HA,
LAN Fi%#% lan
e B 11 vy 1l o port—map
ge0 (enable| disable)
gel (enable|disable)
ge2 (enable| disable)
ge3 (enable| disable)
ged (enable| disable)
sfp (enable|disable)
fi & MTU mtu <51/2-2042> -
fic B 22 0 1Y VLAN vlan pri <0-7 -
A IPECE ip address ip-address | BB 1P KAy
Ip—mask
NAT B & ip nat (enable|disable) | Nat disable:Z<[] NAT
[nat—if interface—name | | nat—-if: 385 NAT 11
nat—-ip ip-address | all] | nat—ip: F§% NAT IP
All: NAT 3|prf BATH
I8 H 2 O B AP exit
5. 4G H:1
IR s Ut B
f#ifE PIN AL Ih g pin—code pin—enable WORD WORD N 247 PIN fig, Mrrp = f5 X
B

% 52 7 4k 69 W
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IR e 1t
S PIN IS Tl g pin-code pin-disable WORD | WORD Jy247ij PIN i, I ef 58 f5 %
R

FFHLE B4 A\ PINFY | pin—code pin—check auto WORD | WORD Jy 4 PIN A, I ri 55 5 4%

BEATIAIE AR

FahHN PIN i3 pin-code pin—check WORD WORD 42457 PIN A, Ik HH 26 5 %

R

FHHAHLPINES EHZ) | no pin—code pin—check auto | L & 5 i & AR 2K

N TRE

&% PIN i pin—code pin—change WORD WORD | &5—> WORD 47 PIN #5, 25—

A~ WORD A7 f PIN i, W L 56 5
WA
&\ PUK fig pin—code puk—check WORD WORD | %5 — 4> WORD 2 PUK 15, &5 — A
WORD &y PIN fith, M7 e J5 32 44
o
BE 46 BEIRE show interface cellular
6. Ut 7L E

IR e 1t

N4 R B AR 2 configure terminal -

VB VB O R port auto Fox H PR . HE 5
(ge0/gel/ge2/ge3/ged) TAERERINES N E i
speed (auto/10/100/1000)
duplex (auto/half/full)

VB SFP 2 M port sfp speed (100/1000) | BRikA 1000Mbps

BE B show port status -

JFJa s FSCR BT h g

port—statistic
clear-after-read (on/off)

clear—after—read %X B % 5¢
FEEEgIHE &R E
£, on RINEZE, of f NEE

KM DCR BT h g

no port—statistic

A I R B AETHE B

show port-statistic port
(gmac0/p0/ge0/gel |ge2/ge3
/ged|stp)

gmac0 7~ CPU GMACO ¥ I,
p0 TR A $eits F 5 CPU GMACO
ERE I,

"R
[H=REDS)

B A 802.1Q VLAN

show vlan table

BHE LS R T b
VLAN Bt B 15 &

show port-vlan

5.3.2 DLDPECE

IR me A
HEN 4 JRy e B AR configure terminal -
fi & DLDP dldp ip A4.B. C. D interval | fic & DLDP &l f¥) H f¥) IP #b

% 53 7 4k 69 W
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IR me T
<1-3600> retry <I-100> | hk, ¥II[EIE, DOWN B H AL K
resume </-100> B, WE UP AT &SR ) i
2% DLDP no dldp
BE DLDP L& JIRES show dldp

5.3.3 BFDECE
1. BEEmS

IR e i B

N4 R B AR 2 configure terminal -

fic & BFD bfd peer—ip 4. . C. Dmydisc | BL B 1P, AHbRIN, KA
<1-100000> interval | [a]B%, F/MSCELIAIRG, Ak
<50-10000> min_rx | £, B (/830 , R
<50-10000> multiplier | {8[3fr[a],
{3-500 mode
(active|passive) resume
<0-3600>

2% BFD no bfd

B/E bfd BiLE SRS show bfd

2. HCERHI

e B AT X WAN O 42 TR BFD, A&l 6} i A e £ 1P A& 172. 16. 0. 3.

RG2000 (config) # bfd peer—ip 172. 16. 0. 3 mydisc 100 interval 1000 min_rx 1000 multiplier 3 mode passive
resume 0
RG2000 (config)# show bfd
BFD : enable
NeighAddr TxInter RxInter DetectMult Resume Mode LocalDisc RemoteDisc Status
172.16.0. 3 1000 1000 3 0 passive 100 8192 UP

BENESRE, REH UP, 223 B0 AR IR 8192

5.3.4 BBHECE
1. FAKEEE
IR me Al
HEN 4 R e B AR configure terminal -
WWINERASEE [ D EHFEM | static-route route_name | HiH3%& R Sk
FeHhik] destination A.B.C. DM

gateway A. B.C. D

WINERAS B (1 D& #H# | static-route route name | H kR
=] destination A B C DM

% 54 7 4k 69 W
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LR s P!

out—interface

Interface name

TR A B EH no static-route route_ name

BE KB E show static-route

(1) interface name: WEFEFE I, XM OZFR. L4 AN E
B, PO — MR 4, RESHHIER, Be N RRPIEFE—F
BB RO %, #lan.

RG2000 (config)# static—route 1 destination 10.0.0.1/24 out—-interface ww

Can not find any up net interface name “ww”! Please check up net—if name
wan if name:
v1an0010

4G name:

Cellular
WAN 2 02 HA “vlanl0” , AG #1004 “Cellular” .
(2) A.B.C.D/M: A.B.C.DZRI/R IP Huhb s By, M AT MR 5 18, 41
N, TRIHERY “255. 255. 255. 07 Xt M EUT 24.
2. REGERHHICE

IR e i B
N2 R E A configure terminal -
s i [ i % ™ | policy-route route_name src | Hi iSRS HhE
FeH k] A B.C.D/M dst A.B C D/M gw
A.B.C.D
IRINSERE B i [ &3 ™ | policy-route route name src | HF1EFEM CHbE, 55E
Sk ] ABCDM dst A B.C.D/M| T, .

protocol tcp/uab startport
port endport port gw A. B.C. D

s mg g b [l 0%k 9% | policy-route route name src | HFiEFREL
] A B.C DM dst A B C.D/M

out—interface interface name

VRN SR % b [H 1 B 9% | policy-route route name src | HiFIEFZ M, fRE VML,
=] A.B.C.D/M dst A.B.C.D/M| ¥l
protocol tcp/udp startport

port endport port

out—interface interface id
T i o s 1245 R no policy-route route name
BE SRS S B show policy-route

#H
p=l
=
2
o
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(1) src/dst A.B.C.D/M BEZE 4 0.0.0.0/0 B/~ any src /any dst.

(2) interface name: [A|E#ASEEHACE .
3. HEHIRSER

2 me Tt
HEN 2B E A configure terminal -
BRI S show ip route
5.3.5 PATE:E
A me |
HEN 4 R e B AR configure terminal
NS M PAT 4> ip pat pat—name protocol | #8E _FiTR:1

(tep/udp) pated-netif
up—netif-name  <1-65535>
pat—to A. B. C. D <1-65535>

INEUE M PAT 174 ip pat pat-name protocol | #&7E F4T#% PAT BREHH IP
(tep/udp) pated-ip
A. B. C.D <1-65535> pat—to
A. B. C. D <1-65535>

W% PAT 14 no ip pat pat—name

4
BE PAT frd

show ip pat

(1) pated—netif: #8 F4T#Y PAT Mipf4z 11,
(2) pated—ip: #8_EATHY PAT BLGFH 1P;

(3) pat—to:

5.3.6 DMZECE

Ta IR HihE, S .

IR i 1B
N A R B AR T configure terminal
INEIE L dnz 74 ip dmz dmz—name | ¥& %€ FATH: O

dmzed-netif up—netif-name
dmz-to A. B.C.D

WINEE Y dmz 74

ip dmz dmz-—name dmzed—ip
A B C.D dmz—to A B.C.D

F6 5 A7 1 DMZ ity 1P

HH 4 DMZ 4

no ip dmz dmz-name

2
A DMZ A

show ip dmz

(1) dmzed—netif: #& FAT#E dmz LS
(2) dmzed—ip: F§_EATHE dmz BRESH) TP

(3) dmz—to:

Ta I gl S .
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5.3.7 IPSEC 8
1. &Rwe

IR e Ut B

NS R B A configure terminal -

MM B4 TPSEC [ iE no crypto tunnel tunnel-name

& F IPSEC FXiE AL & show crypto tunnel | A48 %€ tunnel-name B,

[ tunnel-name ]

T E A TPSEC [i% i i it
B

ox IKE SAIRFS

show crypto ike sa

7R TPSEC SA IRZS

show crypto ipsec sa

2. FBENEmL

IR e Ut B

HEN 4 JR e B AR configure terminal -

HEN I R 0 P B A crypto tunnel tunnel-name 4 TPSEC B 18 AN 47 1E I,
B fxTE

fic & e 0 set encryp-netif netif-name | netif—-name Fm: 114
i

Jic & X} vty set peer ip-address 0.0.0.0 £/ any

i E IKE 35— R0 AR, | set mode { aggressive

main }
KL TKE [FAIEJ7 20 set authentication

{preshared| rsa—sig}

like—key key—string]

i & IKE 2 =%

set ike—proposal encryption
{ 3des | des | aes} integrity
{ md5 | shal} group { groupl
| group2 | group5 }

it & TPSEC $21X

set ipsec—proposal
{esp| ah| esp ah} encryption
{ 3des | des | aesi28 }

integrity { md5 | shal}

fit & IPSEC 224 5N set flow mode {transport
tunnel } [source—ip—address
mask destination—ip—address
mask]
TC 5 5% ity B 4 B iR set peer—id {enable| disable} | disable &~ iNIE 7 IR
[id #oRrD ] FE ot o TP bk Ay %of ity B
f3, enable 154 a7 Ja
Il id 28, KR IRE
id ZFREEATIE
Pt & A B O bR iR set local-id | disable F /xAE 7 K
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LR s

W

{enable| disable} [id WORD 1 | FAASHE 1P HuhikAE Jy A< i &

#i¥, enable 1HFIM BTG
M id 28, Ko RHEE

id AT UE

R AT RS T display
B H TPSEC Fié e B A X exit
BFR mEEZE WIEEE Diffie-Hellmanzg 4 HR

()
21-des-shal DES SHAI 1 (768 {it&H) 86400
21-des-md3 DES MDS3 1 (768 {t&H) 86400
g2-3des-shal IDES SHA1 2 (1024485 86400
g2-3des-md3 3DES MDS5 2 (024 EED 86400
g2-aes128-shal AES128 SHA1 2 (02T EE D 86400
g2-sml-shal SM1 SHA1 2 (1024{38%0 86400
25-3des-sha256 3DES SHA2-256 5 (1536{i 8% 86400
g5-ae5256-sha?56 AES256 SHA2-256 5 (1536{1E% 86400

3. BEIEA AL B R
(1) MgFER

Devicel fll Device2 2[R FEER AL TPsec FEIE, fr¥7 PC1 F1 PC2 fif

T IR 2% [ B df 3 1

IPsec $& W Z WK ESP, IKE $&£1HT IPsec $&1UN% &K ] 3DES,

WAESZER SHAL. AAUER FH PIEE % 8 75 3K

(2) M&IRHh

P

g 100.0.0.1/24 129.255,169.1572
Cl
100000224

Dewicel

#

, LEmRp “123456”

Gio Gil %
Pi

-

=

151.255.24.2424 101.0.0.1/24 Sl
10 ||{|h_':

Devieel

24
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N

U1 MBSO IP kA h. (1%
IR 2: WCE IKE. IPsec 2. FiILEEH . IPsec fFiE. IPsec %74 TRMK

N

Devicel:

RG2000# configure terminal

RG2000 (config)# crypto tunnel ipsecl

RG2000 (config—tunnel) #set authentication preshared psk-key 123456

RG2000 (config—tunnel) # set ike—proposal encryption 3des integrity shal group groupb
RG2000 (config—tunnel)# set ipsec—proposal esp encryption des integrity shal
RG2000 (config—tunnel)# set mode main

RG2000 (config—tunnel)# set encryp—netif v1an0010

RG2000 (config—tunnel)# set peer 151.255.24. 24

RG2000 (config—tunnel) # set flow mode tunnel local 100.0.0.1/24 remote 101.0. 0. 1/24
RG2000 (config—tunnel)# display

description : ipsecl
vpn mode : tunnel
encrypt netif : vlan0010
peer : 151.255. 24. 24
local subnet : 100.0.0.1/24
remote subnet : 101.0.0.1/24
ike—-proposal : 3des—shal-modpl536
negotiation : main
authentication : preshared
psk key : 123456
ipsec—proposal : ESP-des-shal

Device2:

RG2000# configure terminal

RG2000 (config)# crypto tunnel ipsecl

RG2000 (config—tunnel) #iset authentication preshared psk-key 123456

RG2000 (config—tunnel) # set ike—proposal encryption 3des integrity shal group groupb
RG2000 (config—tunnel)# set ipsec—proposal esp encryption des integrity shal
RG2000 (config—tunnel)# set mode main

RG2000 (config—tunnel)# set encryp—netif v1an0010

RG2000 (config—tunnel)# set peer 129.255.169. 15

RG2000 (config—tunnel) # set flow mode tunnel local 101.0.0.1/24 remote 100.0. 0. 1/24
RG2000 (config—tunnel)# display

description : ipsecl
vpn mode : tunnel
encrypt netif : v1an0010
peer : 129.255.169. 15
local subnet : 101.0.0.1/24
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remote subnet : 100.0.0.1/24
ike—-proposal : 3des—shal-modpl536
negotiation : main
authentication : preshared
psk key : 123456
ipsec—proposal : ESP-des-shal

(3) Kiteh R

PCl 5 PC2 [A]ge &1t Devicel il Device2 2 [H]HY IPsec f%iE HA4H ping i
s TPsec B .
4. A& = B 7 1
(1) MR

Devicel Fl Device2 Z [A] R AL 4 i sUEE 5L IPsec f&iE, {R¥ Devicel,
Device2 2 [A] % 2 3 (1) E 4 1815
IPsec $EVCR A LAY ESP, ESP %5 B3R A DES, WAIESLZ:K A MD5,
IKE #2400 % BE K H DES, IAIESE AR MD5. AIER it =& 807, Ik
AR “1234567
(2) MZHiFh

oo

T00.0.0.1/24

Gin
151.255.24.24/24

%l Gil Gil
129 255 1h9. 15

4 L00.0.0.1/24 (255, 5124 il
PCI P Ne

Devicel Deviee2

N

IR 1. BOE SR IP b . (B8
WIR 2: WLE TKE. IPsec 2. FiHEEZEEH. IPsec FEIE . [Psec %M,

Devicel:

RG2000# configure terminal

RG2000 (config)# crypto tunnel ipsecl

RG2000 (config—tunnel) #iset authentication preshared psk-key 123456

RG2000 (config—tunnel) # set ike—proposal encryption des integrity md5 group groupb
RG2000 (config—tunnel)# set ipsec—proposal esp encryption des integrity md5
RG2000 (config—tunnel)# set mode main

RG2000 (config—tunnel)# set encryp—netif v1an0010

RG2000 (config—tunnel)# set peer 151.255.24.24

RG2000 (config—tunnel)# set flow mode transport

RG2000 (config—tunnel)# display

#
2
=l
piss
2
p=il
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description :
vpn mode :
encrypt netif :
peer :
ike—-proposal :

negotiation :

authentication

psk key

ipsec—proposal :

Device2:

RG2000# configure terminal

ipsecl

transport
v1an0010

151. 255. 24. 24
des—md5—modp1536

main

. preshared
1 123456

ESP-des—mdb5

RG2000 (config)# crypto tunnel ipsecl
RG2000 (config—tunnel) #set authentication preshared psk-key 123456

RG2000 (config—tunnel) #
RG2000 (config—tunnel) #
RG2000 (config—tunnel) #
RG2000 (config—tunnel) #
RG2000 (config—tunnel) #
RG2000 (config—tunnel) #

RG2000 (config—tunnel)# display

description :
vpn mode :
encrypt netif :
peer :
ike-proposal :

negotiation :

authentication

psk key

ipsec—proposal :

(3) FasadhiiR

set ike—-proposal encryption des integrity md5 group groupb
set ipsec—proposal esp encryption des integrity mdb

set mode main

set encryp—netif v1an0010
set peer 129.255.169. 15

set flow mode transport

ipsecl

transport
v1an0010

129. 255. 169. 15
des—md5—modp1536

main

. preshared
1 123456

ESP-des—md5

Devicel 5 Device2 [A]fE ping i, LWL IPsec REHERY .

5.3.8 L2TPHCE

1. &REE
IR e 1t
N4 R B AR 2 configure terminal -

T2 RE 40, PPP 42 11 (R il B

no interface virtual-ppp

name

TE1L2TPZ &

show vpdn detail

G RE UL PPP 5 LR G B

show interface virtual-ppp

AYEE name B, BEHEAH
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7IES [ name] [ SRl
& LNS i E show vpdn—-group lns
2. INS it 'E

IR me i

HENE B E A configure terminal -

J& P25 A L2TP SERVER vpdn {enable|disable}

H#E\ VPDN ZH fic B 41 vpdn—group 1lns

HEN L2TP LNS it & W accept—dialin

fil & L2TP AR%% 28 1P it ippool start A. 5 C D end
A B C D

Fit & PPP AIEH] 7 44 %50 ppp auth_user WORD
auth_password WORD

it B = 75 /5 F L2TP OVER | 12tpoipsec

IPSEC

{enable| disable}

it & TPSEC $21X

psec—proposal
{esp| ah| esp ah} encryption
{3des| des| aes128}
integrity { md5 | shal}

Fe & IKE 55— B B i

ike-mode { aggressive

main }

fid & IKE FJAE 7 28

ike—authentication
{ preshared | rsa-sig

[ike—key key-string]

it & IKE 2%

ike—proposal encryption
{ 3des| des | aes} integrity
{ md5| shal} group { groupl

group2 | group5 }

Jic B X v & AR, peer—id enable id WORD ForEKAIE id L FRiEAT
NIE, peer—id A {7 IP b
bk =745 5 77 2

Tic & A B AR i local-id {enable|disable} | disable FnIANIET RFEH

[id #WorD ] Aty TP hEAE A S & 477

enable 1 &L 7% 271 J5 [ id
28, RORRMEE id 4
FRIBEATINIE

B H LNS fic #E exit

3. LAC &

IR iy Tt

N4 R B AR 2 configure terminal -

HE PPP &AL interface virtual-ppp | PPP 2 1 .77 76 M 3k A 45 5

o
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IR iR 1t
name PPP % 1111 PPP iC & AL,
ANAFAEN B 3 2 40 PPP 2 1
fil & PPP Ny L2TP %%, J1 H. | pseudowire ip-address
ot it IR 252 1 TP ki pw—class 12tp
out—interface netif-name
Bl & PPPINIEFH S Z 1% | ppp  pap  sent—username
username password
password
it & = 7 /8 F L2TP OVER | 12tpoipsec

TPSEC

{enable| disable}

i E TPSEC $2iX

psec—proposal

{esp| ah| esp ah}
encryption { 3des | des |
aesl128} integrity { md5 |
shal}

BCE TKE 25 —Bir B i A al

ike-mode { aggressive |

main }
Be & IKE fAiET7 20 ike—authentication
{ preshared | rsa-sig}
[ike—key key—string]
fid B IKE 32 =% ike—proposal encryption
{ 3des | des | aes }
integrity { md5 | shall
group { groupl | group? |
group5 }
e & X6} ity B 3 A i, peer—-id {enable|disable} | disable 7~ W\iE J7 3K H
[id WorD ] X TP M hEAE 9 s £ 473
enable 1EHL 72 51 id 2
¥, FoRKHIEE id AR
ATINIE
e B AN b B 4 b i local-id {enable|disable} | disable FxINIE T N FHH

[id WORD ]

AHh TP HhbAE R AR v 4
enable UL TR E AT G id 2
2, kKM IEE id 4K
ATINIE

B PPP & AL

exit

4. 12TP over ipsec It B <l

(1) MBFER

Devicel fEN LAC, Device2 E N LNS, Netwok—Center {E NEHE F > .Devicel
B A M5 Device2 Z [BI@AT. IPsec, 2 Ja FREr L2TP i#4E, UL IPsec [
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AEEIFE R devicel 5 Device?2 2 [ L2TP # #5181z .
Devicel 5%£4% Device2 @7 L2TP B&id, 41%f Devicel I PCl UsinE&H,
EtXf Device2 TR PC2 (Eu#fE0a) WiNEgH, PCl g5 PC2 (g .0o) iE

15, 815832 IPSEC 13,
(2) M&IR$h

Gif Gil %7
151.255.24.24 24

24 é{ 100,01

Device2

%l Gil Gil
129.255.169.15/24

: LO.0.0.1724
PCI L

Devieel

(3) Devicel fitE

IR 1. BOE SR IP b . (B8
IR 0. B L2TP LAC, RESL 1P 151.25.24. 24, PPP MIFH ' 4 %544 .

test/tests

rg2000# configure terminal

rg2000 (config)# interface virtual-ppp 12tpc

rg2000 (config—if-virtual—ppp) # pseudowire 151. 25. 24. 24 pw—class 12tp
out—interface v1an0010

rg2000 (config-if-virtual-ppp)# ppp pap sent—username test password test

DLR A OVER IPSEC FC &, fnfA{#H IPSEC, W FEA#HH A4 12tpoipsec
disable BH],
TKE AAE 75 208 F PSK, PSK 250 123456, G 3)AE{# F NAME 7558, Frblih

/7 A aggressive. AHLEFRIN client, ¥ SR servers

rg2000 (config-if-virtual-ppp)# 12tpoipsec enable
rg2000 (config-if-virtual-ppp)# ike—authentication preshared psk-key 123456
rg2000 (config-if-virtual-ppp)# ike-mode aggressive
rg2000 (config-if-virtual-ppp)# ike—proposal encryption 3des integrity shal group
groupbd
rg2000 (config-if-virtual-ppp)# ipsec—proposal esp encryption des integrity shal
rg2000 (config-if-virtual-ppp)# local—id enable id client
rg2000 (config-if-virtual-ppp)# peer—id enable id server
rg2000 (config-if-virtual-ppp)# exit
rg2000 (config)# show interface virtual—ppp 12tpc

description : 12tpc

out net—if : vlan0010

peer ip address : 151.25.24.24

ppp auth username : test
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ppp auth password : test
L2TP over ipsec : enable
ike—-proposal : 3des—shal-modpl536
negotiation : aggressive
authentication : preshared
psk key : 123456
ipsec—proposal : ESP-des—shal
local id type : name
local id Name : client
remote id type : name
remote id Name : server

(4) Device2 it H

Be B &2 ) TP bbb AIER . (%)
PPP A\ E H 7' 44 %5 1 .

i BT

S IR 2. Bl E L2TP LNC, test/test, IP b

10.0.0. 1-10.0. 0. 2,

rg2000# configure terminal

rg2000 (config)# vpdn enable

122000 (config) # vpdn—group lns

122000 (config—vpdn)# accept—dialin

1g2000 (config—vpdn—acc—-in)# ppp auth user test auth password test
rg2000 (config—vpdn—acc—-in)# ippool start 10.0.0.1 end 10.0.0.2

PLF 9 OVER TPSEC B ®, Ui AHER IPSEC, HFEEdiH M4 12tpoipsec
disable BPH],
TKE \E 75 0% F PSK, PSK 2505 123456, G4 \iF{# FH NAME 5=, Frblih

i AT aggressive. ARG UARIN server, Xt SRR client.,

122000 (config—-vpdn—acc—-in)# 12tpoipsec enable

122000 (config-vpdn—acc—-in)# ike—authentication preshared psk—key 123456
122000 (config—-vpdn—acc—-in)# ike-mode aggressive
rg2000 (config-vpdn—acc—-in)# ike—proposal encryption 3des integrity shal group
groupb

122000 (config—vpdn—acc—in)# ipsec—proposal esp encryption des integrity shal
1g2000 (config—vpdn—acc—-in)# local-id enable id server
122000 (config—vpdn—acc—in)# peer—id enable id client
122000 (cconfig-vpdn—-acc—in)# exit

1g2000 (config—vpdn)# exit

1g2000 (config) # show vpdn—group lns

L2TP server :
ip pool :

enable
10.0.0.1-10.0.0. 2
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ppp auth username : test
ppp auth password : test
L2TP over ipsec : enable
ike—-proposal : 3des—shal-modpl536
negotiation : aggressive
authentication : preshared
psk key : 123456

ipsec—proposal :

ESP-des-shal

local id type : name
local id Name : server
remote id Name : client
5.3.9 SNMP Z¥AtE
IR iR 1t
N4 R B AR 2 configure terminal -
SEHH SNMP 4= R e & no snmp—server
FFJE SNMP 4 Rilic B snmp—server start
WENMNERER snmp-server location /ocation
fic & 14k 44 snmp—server community | #RIAA public
community
TRAP H#r FHLACE snmp-server host 7p-addr traps
version /|2
<M TRAP no snmp—server traps
¥ A FH TRAP B LA J TRAP | snmp-server privatetrap
[] interval second
X AL TRAP no snmp-server privatetrap
& SNMP Fit & LIRS show snmp-server
5.3.10 NTPECE
IR e i B
NS R B A configure terminal -
JE F NTP Zhfg, EL4E% 74 | ntp enable
AR 55 2
25 NTP Theg, B35 i | no ntp
MR %5 25
BCE NTP k55 2 ik ntp serverl WORD [server2
WORD)
& NTP L& show ntp
5.3.11 RE4fEE
IR e i B
NS R B configure terminal -
BERAELE show device info
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K

RG2000 (config) # show device info
skekskeskskeskskeskskeskskeskokskskeskskeskskskskskskskskeskskskskskskskskeskskesksksk sk skskeskskskskesk sk sk sk

Device Name :
Software Version :
Software Date

RG2000
1.0.0
: Apr 11 2017 18:33:56

Cpu Used : 0%

System Time :

Run Time :

Memory :

2017-04-12 08:30:50
0 Day 12:07:24

skekskskskskskskskskskskkeiskekskskskekskekskeskskokekskskskekskkkekskokokekskekskskkkokeksk

29% (total :47484 kB, used: 13804 kB)

Wan O Ifname : v1an0010
Wan O MAC : 00:0b:d4:0a:0b:0c
Wan 0 ip mode : Static ip
Wan 0 active ip : 172.16.0.1
Wan 0 active netmask : 255.255.0.0
Wan 0 default gateway : 172.16.0.20
Dnsl : 192.168.1.1
Dns2 : 192.168.10.1
5.3.12 HERFER
LI T Wi B
HEN 2R B A configure terminal -
HE logiLEFRE show logging
Ha log DIk log on
KM log Dife no log on
% HE telnet HE(EEE% log monitor
(emergencies/alerts/criti
cal |errors |warnings/notif
ications/informational /de
bugging)
M telnet HE(E B % no log monitor
A telnet HEEEEE terminal monitor b P 2% A A 7E R AL

KM telnet HEFBEEE

no terminal monitor

Rezooo#ﬁﬁﬁﬁﬁ HAFH
H— AW‘%?U&%E’J telnet
R fE H&

Dluo

Fa- S AR PR ERSE 1

file

(emergencies/alerts/criti

log

cal |errors |warnings/notif

fcations/informational |de

bugging)
KA HERER no log file
WH syslog EiEiTTJQ log syslog

#H
2
p=l
=
2
o
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e

W

(emergencies/alerts/criti
cal |errors |warnings/notif
ications/informational /de

bugging)

FJFIE syslog k%545

log server A B C.D

<1-65555

BRAuE 1R 514,

FM] syslog MR55 %%

no log server

SHAMHEER tftp export log A.B. C. D
5.3.13 ®HEHAH
IR e 1A
N2 B E A configure terminal -
M TFTP k%584 A.B.C.D F'F | tftp import sys A. 5. C D| filename NT}2% FE 44 ¥R,
FE AT T 2 filename T ER Y.
5.3.14 KBS
1. S E A
W e 1A
N2 B E A configure terminal -

M TETP Il %5#% A.B.C.D R

tftp import cfg A B C. D

f1lename

FiTenane J9 % B0 4k,
Lilar E

2. T E S
IR me |
N2 RBE A configure terminal -
S H 2 %3 TFTP ik 45 2% | tftp export cfg A.B.C D
A.B.C.D f11ename

3. MEEINSEL
WIR i 1B
N4 R B AR 2 configure terminal -
R EBRNSHL restore system—configure

4. PRAFZH
IR me 1t
N2 RBE A configure terminal -
PRAF 4L write

#
&
=l
o
2
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5.3.15 ER®L

WIR i 1B
N4 R B AR 2 configure terminal -
HG k& reload

#
3
=l
piss
2
p=il
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